


to purchase illegal weapons or substances, to utilize illegal tools
available on hacker sites, and to use propaganda found online to engage
in hate crimes.

Precautions

Resources

Advise your child to use the “back” key whenever he or she encounters
a site which causes discomfort or fear. If that does not immediately
return the child to the preceding Web page, your child should close all
windows or quit out of the browser.

Report any site containing child pornography directly to the Center for
Missing and Exploited Children (www.missingkids.org; telephone
1-800-THELOST).Be aware that the act of downloading child
pornography is a felony under Massachusetts law.

Discuss the difference between reliable and unreliable sources of
information with your child.

Advise your child not to participate in any online surveys or contests or
make any online purchases without your permission. Even if you are
sure that a Web site is legitimate, you should check the posted privacy
policy of a Web site before transmitting any personal information.

Ask your child to review with you (using the “history” folder in your
browser) the Web sites that he or she has visited. If your child is
reluctant to have you review these sites, this may be a warning sign that
inappropriate sites have been visited.

Follow the general safety principles contained in this brochure.

For more information on the subjects discussed in this
pamphlet, please visit your local library or contact the
following organizations and sites:

TheNational Association of Attorneys Generalnd the~ederal
Trade Commissionhave jointly produced a guide entitlelite
Seeing on the Internet: The Savvy Travedwailable at
www.ftc.gov/bcp/conline/pubs/online/sitesee

The Children’s Partnership

tel.: 202-362-5902 fax: 202-362-3598
www.childrenspartnership.org

This site contains the full text of its guidene Parents’ Guide to the
Information Superhighway: Rules and Tools for Families Online.

America Links Up: A Kids Online Teach-In About Internet

Safety

www.netparents.org

This site is sponsored by a broad coalition of educators, non-profit
organizations, and corporations.

National Center for Missing and Exploited Children
HOTLINE: 800-843-5678
www.missingkids.com or www.ncmec.org

www.smartparent.com and www.safekids.com
These sites include detailed information about blocking and
filtering software.

This pamphlet is available online at the Web site of the Office of
Massachusetts Attorney General Tom Reibbyw.ago.state.ma.us.

It is normal for children, especially teenagers, to place a high value
on their privacy. However, parents should be aware that unusually
covert behavior on the part of a child may be an indicator of
inappropriate Internet use. Other potential warning signs include:

e Your child has withdrawn from normal interaction with family
and friends to spend an inordinate amount of time engaged in
Internet activity;

* Your child turns the computer off or quickly changes the
monitor’'s screen when you enter the room;

* Your child demonstrates a marked change in behavior, beliefs
or attitudes;

* Your child’s academic performance decreases significantly;

* You find pornographic, racist, or drug-related material on the
computer;

* Your child is using multiple online accounts (including free
e-mail services) or the online accounts of others;

* Your child is making or receiving unexplained long-distance
calls;

* Your child has made unexplained, unauthorized use of a credit
card while online.

The appropriate response will depend on the level of your concern.

If you believe your child’s safety is in danger, you should immedi-

ately contact your local police departmeiyviou should also

contact your local police if:

* Your child has received child pornography;

* Your child has been sexually solicited by someone who knows
or should know that he or she is a minor;

» Your child has received sexually explicit images from someone
who knows or should know that he or she is a minor;

* Your child or anyone in the household has been threatened.

Warning Signs  That Your Child May Be In Danger

If you are concerned that your child’s mental, physical, or social develop-
ment is being adversely impacted by his or her online activities, you should
seek professional assistance. School guidance counselors or your child’s
pediatrician may be useful sources of assistance.

Privacy and the Internet

The focus of this pamphlet has been on the potential risks posed by your
child’s use of the Internet. However, parents must also be vigilant in
striving to prevent personal information about children (e.g., photograph:
lists of enrollees) from appearing on the Web pages of schools, can
and organizations that run or sponsor programs for children. When yo
enroll your child in a program, ask if there is a Web site and visit it. As
to review any existing privacy policy. If you are concerned about tt
types of information accessible to the public, you currently have numero
options available, including: (a) withdrawing or not enrolling your child,
(b) seeking the development of a privacy policy or a modification of
existing policy, or (c) requesting that information about your child be
excluded from any publicly shared information.

The Internet,
Your Child
and You

What
Every
Parent
Should
Know

This guide was written to explain basic safety measures you can
take to ensure that your child’s experiences on the Internet are safe,
productive and fun. The single most important thing you can do to
keep your child safe is to talk with him or her. Explain what dangers
exist and set clear ground rules. Revisityour rules

and modify them, if appropriate, as your child

becomes older. Encourage your child to talk about

his or her experiences. If you are concerned about

possible inappropriate use of the Internet, discuss

these concerns with your child. The more you

know, the safer your child will be.
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